
www.iamthecavalry.org    
@iamthecavalryı

Safer | Sooner | Together ı
@joshcorman ı

@IamTheCavalryı

			

			



#RSAC 
@joshcorman 

@iamthecavalry 



#RSAC 
@joshcorman 

@iamthecavalry 

3	 10/23/2013 
 @joshcorman 

~ Marc Marc Andreessen 2011 



#RSAC 
@joshcorman 

@iamthecavalry 

4	



#RSAC 
@joshcorman 

@iamthecavalry 

5	 10/23/2013 
 @joshcorman 

Trade Offs 
Costs & Benefits 



BEYOND	HEARTBLEED:	OPENSSL	IN	2014		
(31	IN	NIST’S	NVD	THRU	DECEMBER)	

6	

CVE-2014-3470 	6/5/2014 	CVSS	Severity:	4.3	MEDIUM	ß	SEIMENS	*	
CVE-2014-0224 	6/5/2014 	CVSS	Severity:	6.8	MEDIUM	ß	SEIMENS	*	
CVE-2014-0221 	6/5/2014 	CVSS	Severity:	4.3	MEDIUM	
CVE-2014-0195 	6/5/2014 	CVSS	Severity:	6.8	MEDIUM	
CVE-2014-0198 	5/6/2014 	CVSS	Severity:	4.3	MEDIUM	ß	SEIMENS	*	
CVE-2013-7373 	4/29/2014 	CVSS	Severity:	7.5	HIGH	
CVE-2014-2734 	4/24/2014 	CVSS	Severity:	5.8	MEDIUM	**	DISPUTED	**		
CVE-2014-0139 	4/15/2014 	CVSS	Severity:	5.8	MEDIUM	
CVE-2010-5298 	4/14/2014 	CVSS	Severity:	4.0	MEDIUM	
CVE-2014-0160 	4/7/2014 	CVSS	Severity:	5.0	MEDIUM		ß	HeartBleed	
CVE-2014-0076 	3/25/2014 	CVSS	Severity:	4.3	MEDIUM	
CVE-2014-0016 	3/24/2014 	CVSS	Severity:	4.3	MEDIUM	
CVE-2014-0017 	3/14/2014 	CVSS	Severity:	1.9	LOW	
CVE-2014-2234 	3/5/2014 	CVSS	Severity:	6.4	MEDIUM		
CVE-2013-7295 	1/17/2014 	CVSS	Severity:	4.0	MEDIUM		
CVE-2013-4353 	1/8/2014 	CVSS	Severity:	4.3	MEDIUM		
CVE-2013-6450 	1/1/2014 	CVSS	Severity:	5.8	MEDIUM	
…		

As of today, internet scans 
by MassScan  reveal 
300,000 of original 

600,000 remain 
unpatched or unpatchable 
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Heartbleed + (UnPatchable) Internet of Things == ___ ? 

In	Our	Bodies	 In	Our	Homes	

In	Our	Infrastructure	In	Our	Cars	
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The Cavalry isn’t coming… It falls to usı
Problem	Statement	

Our	society	is	adopNng	connected	
technology	faster	than	we	are	able	to	
secure	it.	

Mission	Statement	
To	ensure	connected	technologies	with	
the	potenNal	to	impact	public	safety	
and	human	life	are	worthy	of	our	trust.	

	CollecUng		exisNng	research,	researchers,	and	resources	
	ConnecUng		researchers	with	each	other,	industry,	media,	policy,	and	legal	

	CollaboraUng		across	a	broad	range	of	backgrounds,	interests,	and	skillsets	
	Catalyzing		posiNve	acNon	sooner	than	it	would	have	happened	on	its	own	

	Why	 	Trust,	public	safety,	human	life	
	How	 	EducaNon,	outreach,	research	
	Who	 	Infosec	research	community		
		Who	 	Global,	grass	roots	iniNaNve	
	What 	Long-term	vision	for	cyber	safety		

Medical	 AutomoNve	 Connected	Home	
Public	

Infrastructure	

I Am The Cavalryı
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ConnecUons	and	Ongoing	CollaboraUons	

5-Star	CapabiliUes	
«  Safety	by	Design	–	AnNcipate	failure	and	plan	miNgaNon	
«  Third-Party	CollaboraUon	–	Engage	willing	allies	
«  Evidence	Capture	–	Observe	and	learn	from	failure	
«  Security	Updates	–	Respond	quickly	to	issues	discovered	
«  SegmentaUon	&	IsolaUon	–	Prevent	cascading	failure	

Addressing Automotive Cyber Systemsı

AutomoNve	
Engineers	

Security	
Researchers	

Policy	
Makers	

Insurance	
Analysts	

Accident	
InvesNgators	

Standards	
OrganizaNons	

h_ps://www.iamthecavalry.org/auto/5star/	

5-Star Frameworkı
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Automotive Cyber Safetyı
Facts, Fiction, and a ‘Vehicle’ 

for Collaborationı
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All Systems Fail*ı

* Yes; allı
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“But they wouldn’t hurt you!”ı

Public 
Infra	

“I’d prefer that they couldn’t hurt me…”ı
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5-Star Cyber Safetyı
Formal Capacitiesı
1.  Safety By Designı
2.  Third Party 

Collaborationı
3.  Evidence Captureı
4.  Security Updatesı
5.  Segmentation and 

Isolationı

Plain Speakı
1.  Avoid Failureı
2.  Engage Allies To 

Avoid Failureı
3.  Learn From Failureı
4.  Respond to Failureı
5.  Isolate Failureı
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1) Safety By Designı
Do you have a published attestation of 
your Secure Software Development 
Lifecycle, summarizing your design, 
development, and adversarial resilience 
testing programs for your products and 
your supply chain?  ı
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1) Safety By Designı
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2) Third Party Collaborationı
Do you have a published Coordinated 
Disclosure policy inviting the assistance 
of third-party researchers acting in good 
faith? ı
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Vs  ı

2) Third Party Collaborationı
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3) Evidence Captureı
Do your vehicle systems provide tamper 
evident, forensically-sound logging and 
evidence capture to facilitate safety 
investigations? ı
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3) Evidence Capture ı
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4) Security Updates ı
Can your vehicles be securely updated in 
a prompt and agile manner? ı
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4) Security Updatesı
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5) Segmentation and Isolationı
Do you have a published attestation of 
the physical and logical isolation 
measures you have implemented to 
separate critical systems from non-
critical systems? ı
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5) Segmentation and Isolationı
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Microsoft (Then & Now)ı
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Past versus Futureı

Bolt-On Vs Built-In ı
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? ı
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